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Abstract As new technologies and software applications

are supplanting traditional electronic data interchange

(EDI) applications, new fraud concerns due to the ubiqui-

tous connectivity of the Internet have increased the interest

in EDI controls. Traditional outcome (or process)-oriented

views of (formal) control should be supplemented by

knowledge management considerations, and user knowl-

edge of contents control and its importance should be

enhanced in order to maximize performance. This research

addresses the indirect effect of EDI control usage levels on

EDI performance through knowledge enhancement. EDI

controls were categorized as internal and third-party in

order to highlight their internal and external aspects in inter-

organizational systems. Knowledge of controls has two

parts: knowledge of control content and an understanding of

control importance. The research model was empirically

tested using a structural equation modeling approach with

data collected from Korean companies that have adopted

EDI. The results indicate that knowledge plays an important

role in mediating the effect of controls on performance.

That is, EDI adopters can achieve operational and com-

petitive benefits from high levels of knowledge in relation

to control content and its importance.

Keywords EDI � EDI controls � EDI performance �
Knowledge of controls � EDI adopters

1 Introduction

Electronic Data Interchange (EDI) is a type of inter-orga-

nizational electronic commerce (EC) that allows organi-

zations to exchange business documents electronically in a

structured, machine-readable format. The rapid growth of

EC in the global scope is propelling developing countries

to adopt EDI to conduct international electronic business-

to-business trades [39]. The Internet offers a number of

new communication possibilities, and its few geographical

constraints and large-scale connectivity make it the most

feasible channel for EDI [55]. The rationale for partici-

pating in EC (defined by the U.S. National Institute of

Standards and Technology as electronic data interchange)

is that there is a new opportunity to create a product,

provide a service and increase market share. It is relatively

easy to adopt EC; the problem with the Internet, however,

is how to maintain the security of internal business systems

and computer networks. The 2008 Computer Security

Institute/Federal Bureau of Investigation (CSI/FBI) [12]

found that respondents’ estimate of the losses caused by

various types of computer security incidents averaged

$288,618 for the 522 respondents. The CSI study indicated

that almost half of the companies had experienced one to

five security incidents in the previous year. The survey

indicated that considerably more respondents believed that

their losses from security incidents were due to attacks

from outside, jumping from 36% last year. The vast

majority of respondents said their organizations either had

(68%) or were developing (18%) a formal information

security policy.

Although EDI provides many benefits, it has drawbacks

such as channel conflict [44] or increased vulnerability due

to the sharing of operational information with trading

partners [24]. Increased EDI use results in security risks
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that increase according to the extent of user integration and

reliance on the system [36, 37]. A factor that affects the

successful implementation of EDI is EDI control over the

security and integrity of the system [57]. The security and

integrity of applications and networks is increasingly crit-

ical as transaction processing becomes more automated and

more closely linked to operational decision making. With

the growing dependence on IS to increase organizational

effectiveness and productivity, the demand for reliability

and integrity of information has become even greater.

Unless the appropriate controls are in place, the

increased transaction speeds and reduced human interven-

tion of EDI pose a much greater risk of data errors, lost

transactions and uncontrolled processes. EDIs automated,

real-time nature requires that systematic and computerized

safeguards be put into place to isolate and track individual

transactions from origin to destination. The boundaries of

the system include networks and other third parties, as well

as trading partners and the computer applications involved

in the transmission. Direct access by unwanted hackers

through an external network connection is not the only

security concern, as numerous other remote points of net-

work access exist. Particular attention should be directed at

accounting cycles and functions [9], as the value of tradi-

tional paper-based accounting reports has been signifi-

cantly challenged. The business cycle has been reduced to

a computer-to-computer exchange, effectively eliminating

the need for paper invoices, purchase orders or checks. As

dependence on automated controls to monitor accounting

functions increases, user skills and training must be

adjusted to new processes and new control procedures.

Organizations should create the controls necessary to both

reduce risk and enhance system performance.

Generally, IS (and EDI) controls for security and

integrity are concerned only with the formal or technical

aspects of information management (e.g., formal adminis-

trative and procedural controls, access control software);

however, any formal or technical system characterized by

bureaucracy is supported by the informal system of an

organization [15]. Formal or technical systems reside in a

larger informal environment where beliefs, responsibilities

and commitments are made and discharged, meanings are

established and altered, and intentions are understood.

Companies tend to concentrate their security efforts on

tangible concerns, such as data files and software and on

guarding entrances and communication networks. In many

cases, corporate IS security administrators are not fully

aware of the security risks resulting from lack of employee

knowledge, commitment, responsibility, and awareness of

controls. Informal factors such as these constitute an

‘‘invisible’’ security force that safeguards businesses by

implementing procedural controls that ensure their smooth

and effective operation.

There is a growing awareness among today’s businesses

that a more systematic approach to knowledge-sharing is

necessary for success [14]. Knowledge management, as an

area of academic research, has only recently begun to

receive attention. The overall purpose of knowledge man-

agement is ‘‘to understand, focus on, and manage system-

atic, explicit, and deliberate knowledge building, renewal,

and application’’ [64]. Competitive knowledge assets and

their effective utilization are critical for organizational

success. For instance, the success of Japanese firms is

thought to be based on their skill and expertise at ‘‘organi-

zational knowledge creation,’’ that is, their ability to create

new knowledge and disseminate it throughout the organi-

zation: ‘‘Japanese companies have used knowledge man-

agement to cope with something new—a new marketing

approach, a new technology, a new product design’’ [46].

Japanese companies have initiated corporation-wide efforts

to manage knowledge in such internal functions as research

and development, marketing and quality management.

Knowledge management is also important within the

context of IS security and controls. Securing an informa-

tion system from potential intruders demands a high level

of technical knowledge, as hackers are constantly

improving their techniques. Security policies, therefore,

must begin with a solid foundation in technical expertise

and management, and security administrators and IS staff

members must be fully trained in the special implications

and operations of IS as they relate to the security of their

business as a whole. They should understand the place of

IS in the business process and its impact on the job, and

should work closely with the internal auditor, perhaps

forming a corporate security team that involves other

groups as required. This team may perform an ongoing IS

review that ensures close monitoring of the system. The

best control design and implementation depends on the

expertise of the team, who must consider organizational

circumstances, others’ experiences and practices and the

cost-effectiveness of the controls they put into place.

Obviously, sufficient specifications, manuals and training

materials are a part of an acceptable control system [47].

Some researchers and practitioners have questioned

whether significant cost savings and other durable benefits

can be gained from using EDI. EDI literature has examined

the factors affecting EDI performance, which include

organizational support (such as user involvement and

training), implementation success, and implementation

capability (such as planning, evaluation and championing)

(e.g., [49]). This study attempts to extend this stream of

research by exploring the knowledge of EDI controls and

its impact on the relationship between formal EDI controls

and performance. The causal model attempts to explain

how knowledge of control content and the importance of

controls contribute to system performance. A research
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model for EDI controls is proposed, based on EDI imple-

mentation and control literature. This model was empiri-

cally tested with data collected from Korean companies

that have adopted EDI. A summary of the empirical find-

ings, their practical implications, and future research issues

is also included.

2 Theoretical framework

2.1 Electronic data interchange (EDI)

A great deal of research has linked the Intranet and/or

extranet and other technologies to inter-organizational

information systems such as EDI [45], focusing on analy-

ses of telecommunications-based systems that can play a

role in supporting business strategies. EDI is changing

rapidly to an Internet-based format due to the rapid

development of Internet-based information technologies

[42]. Internet-based EDI systems result in increased

transactional precision between/among businesses,

increased information transfer speed through simplified

work processes, and greater productivity and work effi-

ciency. Many researchers have suggested that the inter-

mediary functions of Internet-based EDI systems, such as

networking technology that enhances the efficiency of

organization and managerial performance, also provide

many advantages [10].

Based on organizational innovation and IS implemen-

tation theory, the adoption and implementation of Internet-

based information intermediary system was explored with

the purpose of identifying factors that explain or predict the

successful implementation of an Internet-based information

intermediary system and to evaluate the impact of such a

system on an organization’s competitive advantage.

Researchers have previously attempted to identify the

major factors affecting the successful implementation of

IOIS and EDI systems [11]. These success factors include

organizational support, the implementation process, control

procedures, compatibility, organizational size, functional

differentiation, training, MIS support, vendor support,

customer influence and the level of system integration in a

particular firm. The level of success also depended upon

the level of imposition of the systems by partners.

The growing familiarity and practicality of the Internet

make it a strong alternative to implementation on business-

to-business (B2B) communications, thus capturing market

share from EDI. EDI, company websites, B2B hubs,

e-procurement systems, and Web services are the mainline

EC architectures [1]. The adoption of IT-based interorga-

nizational linkages has become the center of attention

due to the increased focus on B2B EC over the Internet

[33, 54, 58, 60].

With the emergence of the Web-based platform, EDI

can continue to be the most vibrant IOS technology for

B2B electronic transactions [17, 25]. A large portion of

B2B electronic transactions continue to be exchanged via

EDI over a third-party value-added network or the Internet

[43, 59, 61, 65]. While EDI systems have been replaced

with online B2B exchanges or a more open infrastructure

such as XML (extensible markup language), which is

touted as a more flexible and less expensive successor to

ED, it remains for firms to migrate EDI to XML due to the

considerable costs incurred from implementing and main-

taining the technology and from redefining processes on

each side of the relationship [31]. Further, EDI is consid-

ered to be secure and a means to avoid risk. Enterprise

application integration (EAI) helps extend the batch ori-

entation of traditional EDI to perform real-time transac-

tions over the Internet [32].

2.2 IS controls and security knowledge management

In this study, IS controls are defined, behaviorally, as the

activities or processes that ensure system security and

integrity. IS controls broadly incorporate management

controls, which in turn deal with the development, imple-

mentation, operation and maintenance of IS, and applica-

tion controls, which manage the input, process and output

of each application. Control is generally recognized as a

fundamental management activity, but control issues such

as security and integrity have received only cursory

attention among IS researchers. IS controls are designed to

affect individual action and, consequently, performance,

ensuring that an error or failure in the system does not

propagate into other applications or organizations. IS may

not reduce cycle time or administrative costs unless their

controls are well designed.

Human behavior is always an active component of

controls (even those that are automated), and persons who

are constrained or monitored by controls should tolerate

and ‘‘respect’’ them [47]. Many people do not like to

enforce controls and will neutralize them or otherwise shut

them off if given the chance. Others may consider them

attractive challenges. Dedicated and ingenious program-

mers can bypass any control system, no matter how

sophisticated. Manual procedures and safeguards are often

unenforceable and ineffective in practice. Given that peo-

ple may not have patience with controls if their importance

is not frequently stressed and reinforced, it is important to

obtain support from users, especially knowledgeable users,

when providing the reasons for constraints and principles.

Management should willingly set an example and provide

incentives (e.g., rewards or job promotion) for employees

who conform to controls. However, enforcement of con-

trols should not be required beyond a reasonable and
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acceptable level. Controls should not force employees to

challenge the unauthorized activities of their colleagues,

for example, as such behavior would make many of them

feel uncomfortable.

Organizations should be clear about what constitutes

improper behavior. Possible ways of doing this include

professional ethics statements, computer security aware-

ness sessions, distributed system guidelines, reports on

discovered violations and informal discussion. Security

administrators can deal with such topics as system autho-

rization, conditions for use, penalties for security breaches

and methods for changing passwords.

While research continues on more sophisticated formal

or automated control mechanisms (e.g., encryption, fire-

wall techniques), relatively few studies have been con-

ducted on the management of controls. The presence, and

especially the mechanism, of control should be kept secret

except when deterrence is achieved by its visible presence

[47]. Despite the development of highly advanced security

techniques, lax security practices often diminish the

effectiveness of controls. For instance, despite the wide-

spread use of sophisticated passwords systems, system

users’ awareness of the consequences of the passwords

they choose is generally low [66]. User-selected passwords

are easy to remember and simple in structure, composed of

personal details meaningful to the user, and are frequently

written down and rarely changed. An authentication control

system utilizing user passwords is more effective if users

first establish a positive, unique identification of each

person or entity to which access is to be granted. Devel-

opment of authentication technology should be commen-

surate with sophistication in the management of access

authentication.

A control should function effectively and have a lifetime

appropriate to the activities with which it is associated.

Once a safeguard has been implemented, its use may

sometimes demand extensive modification to cope with

developing circumstances [47]. For instance, in order to

reduce exposure to systematic guessing trials and enhance

security in a password system, user authentication strate-

gies (‘‘three strikes and you’re out’’) can be employed.

Other values, such as time limits, authorization limits or

passwords, can be applied to make controls more effective.

To protect them from being compromised, segregation of

duties or dual controls may also be necessary. Compen-

sating controls must be prepared for use during deactiva-

tion periods when controls are shut down to replace and

repair systems, or when changes must be made to the

conditions or functions of applications. Moreover, controls

should be imposed uniformly and consistently on every

person and object that they constrain, as exceptions to rules

and procedures may result in deterioration of the value of

control and increase vulnerabilities.

A central premise of this article is that the traditional

outcome (or process)-oriented point of view of controls

limits their influence on system performance and hence that

the traditional perspective should be supplemented by

knowledge management considerations. User knowledge

and understanding of the need for security should be

enhanced in order to ensure the effectiveness of formal

policies and the security-related behavior of users [19].

This is consistent with the organizational controls litera-

ture, which asserts the necessity of multiple modes of

control. If formal controls are necessary, some informal

controls (e.g., knowledge, experience, commitment) should

also be ‘‘managed’’ to ensure high morale, job performance

and group cohesiveness [28]. Educational efforts are nee-

ded, for example, to raise the security consciousness of

system users. Project managers’ individual characteristics,

such as their personal skills and levels of experience, affect

their capability and performance in managing software

risks and system development [53].

The need for knowledge can be discussed in terms of

general innovation-diffusion theory. Knowledge of and

expertise in the use of control mechanisms is generally

related to complexity, one of the characteristics of inno-

vation. Rogers [51] has defined complexity in innovation as

‘‘the degree to which an innovation is perceived as difficult

to understand and use.’’ Complexity inhibits the adoption

and diffusion of innovation and possibly reduces satisfac-

tion and success from the implementation of technology.

Firms should possess knowledge commensurate with the

levels of control they apply to managing the linkage of

different hardware/software, network protocols and com-

plex network infrastructure. Organizational learning is an

important theme in innovation literature, as it provides high

competitiveness and productive environments that are

protected from technological change or redesigned busi-

ness practices [16]. Learning occurs internally through

such mechanisms as technological/R&D development [21]

and reflection on past experiences, and externally through

boundary scanning and customer and technology analysis

for new developments and opportunities. Successful busi-

ness process change depends on learning capacity that is

represented by the capability of several factors, including

the following: ‘‘learning from others’’ (benchmarking),

‘‘learning by doing’’ as a means of improving learning

efficiency, developing a cumulative knowledge base, using

external information along with ‘‘higher’’ level learning

which reflects on past experiences and adapts change

strategies [20]. This helps companies to set goals contin-

uously, measure achievement and understand problems

within current processes.

IT innovation is usually accompanied by business pro-

cess changes. In particular, organizational structure and

operational processes may change greatly and undergo
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‘‘business reengineering’’ when use of information tech-

nology strongly affects the way firms do business [22]. The

implementation of control procedures in a redesigned

business process is a critical change management issue, as

it poses new challenges to organizational controls through

compression of responsibilities, empowerment of employ-

ees, and a reduction of supervisory controls [56]. The

effectiveness of a redesigned business process depends on a

corresponding realignment of organizational controls.

Traditional controls based on independent checks, and

manual approval procedures using paper source documents

are less useful due to the broader span of managerial

control and the automated and real-time nature of the

process. Control themes that appear to be appropriate

include the automation of many manual controls. For

instance, independent checks for completeness and accu-

racy are replaced by edit checks at the input stage; approval

authority is applied according to programmed predeter-

mined standards. The segmentation of controls, i.e., the

application of different control mechanisms to transaction

segments that have different sensitivities and vulnerabili-

ties, is another emerging control theme that promises to

enhance the contribution of controls on performance by

focusing on controls that ‘‘add value’’ to business. Thus,

rules and procedures based on transaction value, the rea-

sonableness of segregation criteria for transaction streams,

and an appropriate control design become critical.

The capacity for learning necessary for successful

business process change should encompass the control and

security issues raised by the implementation of new tech-

nology. An effective IS control system demands a high

level of knowledge about physical, operational, and tech-

nical safeguards [47]; accordingly, trained employees must

be assigned responsibility for managing IS security.

Responsibility should also be assigned for educating users

about the risks, effects, impact of threats, and the proper

procedures to follow in assessing the design or operational

effectiveness of specific controls [30]. Automated controls

should be performed by technically competent non-man-

agement personnel whose work might include installing

appropriate software safeguards, regularly reviewing

computer logs, developing computer operational and

recovery procedures, and procuring the necessary testing

and backup software or hardware components.

The importance of knowledge and responsibility in IS

security and controls can be understood in terms of general

deterrence theory. General deterrence theory asserts that

illegal behavior in the general population is negatively

related to the certainty and severity of punishment for

abusers [8, 48]. Organizational guidelines for acceptable

system use should be distributed to dissuade potential

offenders and to give IS controls a deterrent effect. It is the

perceived risk of punishment and penalties for violations,

rather than the controls themselves that are important, and

this is commensurate with efforts to inform users that

unethical behavior produces a negative rather than a posi-

tive result. At the same time, if people are unaware of the

gains to be made from unauthorized acts, the desire for

unauthorized gains is reduced. As a deterrent to computer

abuse, the presence of controls can be made widely known

by such methods as training, rewards for good perfor-

mance, communicating positive experiences, and imparting

responsibility for results.

A strong ‘‘outcome orientation’’ is necessary for the

effectiveness of controls in the highly interdependent

business processes that result from business reengineering

(which might be accompanied by successful EDI imple-

mentation). Reliance on outcome controls stresses

accountability with clear performance targets, stresses the

reward-performance linkage, and stresses core values and

culture [56]. Enhanced monitoring of individuals, work

status and a reward structure to provide incentives for

individual accountability are important to deal with the

‘‘higher’’ risks resulting from greater interdependence of

business processes and employee empowerment. Active

promotion of core values such as integrity and fairness is

necessary as a guideline for acceptable behavior and should

be communicated among employees, as this will mitigate

the risks of potential compromise behaviors that may be

detrimental to system performance. This ‘‘outcome orien-

tation’’ requires employees to have comprehensive knowl-

edge of control content and importance, as it is intended to

provide a sense of the organization’s overall direction and

to elicit commitment from employees; it is positively

reinforced though core value awards for employees who

faithfully conform to organizational procedures.

2.3 Modes of EDI controls

Many different controls can be applied to enhance IS

security and integrity. IS controls can be classified in terms

of data processing activities such as operations, application

programming, system programming, and system planning

and standards; computer applications requiring security

such as those related to production, accounting, and mar-

keting; priority of security functions such as preventive,

detective, and corrective controls; and the objectives of

security processes such as authentication, accuracy, audit

trails, completeness and privacy controls [63].

Among the three modes of controls suggested by Lee

et al. [38], this study deals with formal controls and

knowledge of controls, which are one component of

informal controls. There has been little research that has

applied a conceptualization of formal and informal controls

in the context of IS security, despite the fact that it is based

on a long tradition in organizational behavior studies.
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Theory building can also be facilitated by a large body of

existing control literature, and tasks related to IS security

are good candidates for structuring formal and informal

control mechanisms, as they are unstructured and complex.

This study classifies formal EDI controls as internal

controls and third-party controls as external controls.

Internal and external controls exist in response to the

internal and external aspects of inter-organizational sys-

tems. Internal EDI controls cope with security threats

within an organization that result from human behavior or

erroneous business processes. They include operational

procedures, process changes and standards. Internal con-

trols also encompass internal applications (e.g., accounting

or sales connected to the network) and the communication

interface. External controls, on the other hand, include

controls provided by third-party network services and

trading partners. External controls deal with security threats

from the external environment, such as telecommunications

networks and trading partners. They involve formal con-

tracts, such as technical and operation procedures of trading

partners and Value-Added Networks (VANs).

Internal formal controls can be sub-classified into

application and communication controls. These differ

according to whether they deal with internal EDI systems

(such as an application system interface) or external EDI

systems (such as the interface with a VAN, or a network

linked to trading partners). External controls are primarily

implemented by third-party VAN service providers and are

therefore classified as third-party controls for the purposes

of this study.

There are two types of third-party controls: third-party

communication controls and network service controls.

Third-party communication controls involve temporary

procedures for short-term outages and contingency plan-

ning for reinstatement of processing. Third-party network

service controls center on the provision of compatible

network infrastructure and functions (e.g., standards, pro-

tocols) in order to facilitate the development of EDI sys-

tems. These controls are specified in the agreements that

must be reached between trading partners regarding

transmission and message standards, and communication

protocols.

2.4 Knowledge of controls

As stated above, knowledge of controls can be regarded as

one aspect of the informal controls of Lee et al. [38] and

Lee and Han [35]. Informal controls are initiated through

communication among organization members who rely on

members’ values and judgments. Knowledge of controls

has two parts: knowledge of control content and knowledge

of control importance. The former indicates the degree to

which employees are aware of the details of control pro-

cedures and have the capability to design and operate

controls. Control activities and procedures should be

understood in terms of ‘‘process’’ characteristics in

implementation and operation of controls. The knowledge

of control content allows employees to cope with various

routine and non-routine situations, and this is enhanced by

work experience and education. Through education and

training provided by management or external third parties,

expertise with respect to various assets, threats, and

exposures may be learned for use in implementing controls.

Experience in the operation of controls enables a more

flexible application of controls that can incorporate orga-

nizational considerations regarding, for instance, allow-

ances for errors, mischievous behavior, the scope of assets

to be protected, and security privileges rather than strict

adherence to control procedures.

Knowledge of control importance represents the degree

to which employees feel a sense of responsibility for

organizational performance and the importance of controls.

The ‘‘ends’’ or ‘‘outcome’’ aspects of controls should be

completely understood by employees with regard to the

potential impact of deficient control on organizational

performance. This enhances the commitment to controls

and the deterrent effect of controls, as it prevents intent

from reaching the degree necessary to carry out a violation

of trust, which may lead to unacceptable or disagreeable

outcomes [47].

3 Research model

Based on the theoretical framework discussed above, a

research model concerning relationships among EDI con-

trols, knowledge of controls, and EDI performance was

developed. It is presented in Fig. 1. The research model

addresses the indirect effect of the usage level of EDI

controls on EDI performance through knowledge

enhancement. The usage level of internal formal and third-

party controls is positively associated with the knowledge

of control content and the importance of controls that

individuals in the company possess. System performance is

Internal formal controls 

Third-party controls  

Knowledge of control content  

Knowledge of control importance

EDI performance 
Fig. 1 Research model
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indirectly affected by the usage level of controls through

knowledge of controls. This study mainly deals with the

mediating role of knowledge of controls in EDI perfor-

mance, as studies concerning knowledge of management

issues within the context of IS controls and security are rare.

The ultimate goal of EDI controls is to derive EDI

benefits. The techno-centric view is that more controls lead

to a more secure system, but it is not clear whether

tighter control of EDI translates into greater organizational

benefits. The key issue is hypothesized to enhance the

knowledge of controls such that the effects of controls on

performance are the greatest.

3.1 Internal formal controls, knowledge of controls,

and performance

The successful implementation of a complex technological

innovation such as EDI depends on the ability to modify and

master the technology and to adjust internal organizational

practices and procedures. The flow of technical know-how

from suppliers of complex technologies to user organiza-

tions is not always complete [3], and acquisition of

knowledge and expertise is necessary to take on the tech-

nical challenges of EDI, as it helps lower ‘‘knowledge

barriers’’ [41]. The knowledge necessary to deal with the

technical aspects of implementing EDI and its controls may

lead to system success: companies with a high level of

technical expertise may be better able to cope with the

technical issues of EDI implementation, but EDI staff

members should nonetheless be trained on issues specific to

the new technology. From the point of view of security and

integrity, organizations with wider experience in internal

formal controls can improve management practices, vis-à-

vis security risks, by sharing experiences and building a

culture of risk awareness that will subsequently apply more

effective risk management methods. More experienced EDI

staff members can better estimate the risk levels of new

applications and the potential for threats to occur. Mana-

gerial attention, commitment, and a disciplined process for

developing applications and communication interfaces,

rather than specific risk management techniques, can

improve risk management performance in these systems.

The full effectiveness of internal formal EDI controls

can be realized only if they can monitor transaction pro-

cesses across integrated systems in a timely manner. The

subsequent application of control procedures across

departments is more complex and problematic, as it may

require changes to organizational work practices and sig-

nificant commitment to ensure success. Process change in

traditional audit procedures is needed, as paper or elec-

tronic source documents often no longer exist as such [6].

The existence of proper controls and audit trails around the

EDI function is necessary to isolate and track individual

EDI transactions from origin to destination. Perceived EDI

performance is dependent on the ability to operate and

maintain the controls, i.e., on the knowledge of control

content. EDI transactions are generated by program logic

or an indirect series of events in which the maintenance of

adequate traceability of transactions can become very

complex. Business processes should therefore be designed

jointly with trading partners and the underlying ‘‘implied

transactions’’ and application logic should be regularly

reviewed and adjusted. A shipping notice of an order for

replenishment of a safety stock or a report of sales order

information applied against inventory levels should be

logged and checked to determine whether they have the

desired result. Reconciliation of resulting transactions

should be performed, for example, by reconciling a ship-

ping notice against the generation of a payment authori-

zation for that shipment. A complex chain of interrelated

external and programmatic events usually entails several

points of possible exposure; consequently, formal moni-

toring procedures and human intervention must be com-

bined with application logic [7]. The effectiveness of these

systems depends, then, on the expertise and perceived

sense of control importance that EDI staff members possess

regarding the measures underlying the EDI transaction

process.

Knowledge of control content and its importance is

necessary in order to establish effective internal formal

controls. Risk analysis is a series of judgment decisions

concerning asset identification and valuation, threat iden-

tification and analysis, vulnerability analysis, risk assess-

ment, and controls identification. The threats are often a

broad range of forces capable of producing adverse con-

sequences. Vulnerability is a security deficiency that makes

it possible for a threat to materialize. Risk is the possible

loss incurred from the occurrence of a threat. The rela-

tionship among assets, threats, vulnerability, risk, and

controls should be identified for risk management and

control design.

IT assets should be analyzed first, then the threats to

those assets, and finally the vulnerabilities of those assets

should be examined. Following risk analysis, several

alternative security measures that address a specific risk are

suggested. The determination of allowable risks (i.e., the

acceptance of great danger without controls) relies on

prudent business judgment. Therefore, knowledge of con-

trol content and importance is essential in order to assess

the risks concretely and enhance the effectiveness of EDI

controls.

Hypothesis 1-1 The usage level of internal formal con-

trols indirectly affects EDI performance through their

effect on the level of knowledge of control contents.
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Hypothesis 1-2 The usage level of internal formal con-

trols indirectly affects EDI performance through their

effect on the level of knowledge of control importance.

3.2 Third-party formal controls, knowledge of controls,

and performance

Knowledge of the content and importance of controls is

needed to establish new rules and procedures, set up inter-

faces with the telecommunication infrastructure provided

by a third-party network service, and persuade reluctant

users. The ability of EDI adopters to accumulate experience

is very important to obtaining benefits from EDI imple-

mentation with the VAN supplier and trading partners.

Knowledge of control development, control operation, and

testing methods for controls is important; for instance,

every control should be instrumented in such a way that it

gives a timely, logged alarm or notice of activation and

deactivation in any case of malfunction in the VAN or the

internal systems of trading partners. Attendants of controls

can provide some notice when significant deviations occur

and should be trained to record all extraordinary circum-

stances and to check them for compliance at reasonable

intervals. Separation of those responsible for controls from

those subject to them is also necessary. The development of

test methods and criteria must be accomplished during the

design and specification stages of each control.

Implementing control systems with the VAN and trad-

ing partners is difficult and unstructured, as there is no

normative model of EDI controls. Many alternative VAN

services and forms of controls may exist, and many envi-

ronmental factors can affect the design of controls. It is

difficult to establish if–then rules explaining the choice of

controls in some organizational contexts given that the

benefits of controls are hard to measure quantitatively.

Many organizational factors, such as the volume and

complexity of transactions and the speed of processing,

affect the effectiveness of third-party controls.

Staff members must analyze the organizational context

and select third-party controls that are most appropriate for

a given situation; they must then concentrate their limited

IS resources to design and effectively implement these

controls. However, determining and evaluating the

required controls requires subjective, nondeterministic and

context-sensitive judgments. EDI staff members often use

analogies from their previous experience to design con-

trols, but the effectiveness of this reasoning is moderated

by its cognitive and situational limitations. As EDI staff

members may directly or indirectly have encountered only

a limited number of cases, their ability to retrieve analo-

gous cases is also limited.

The introduction of IS controls must proceed in view of

an organization’s requirements for security and integrity. It

is inefficient to implement expensive control subsystems if

the sensitivity and vulnerability of the systems themselves

are not high. Considering that available resources are

limited, it is not possible for EDI managers to develop all

of the necessary controls, and it is difficult to allocate

resources for protection from a particular vulnerability, as

it is also difficult to isolate and treat vulnerabilities sepa-

rately [47]. Overemphasis on one subset of security func-

tions or vulnerabilities in comparison with others may

increase security deficiencies or lead to serious sub-opti-

mization. Nevertheless, the effectiveness of IS controls

depends on the quality of the control design process as

performed by internal staff members or management.

Substantial knowledge of control content and importance

is needed to provide guidance in the selection of third-party

controls; the cost of their usage should be lower than the

reduction in expected losses. It is not always clear to

managers, however, how to assess the costs and benefits of

system security and how to obtain a ‘‘reasonable assurance’’

of computer security. It is very difficult to know how much

computer abuse and error is avoided or deterred by

installing a third-party security system. The benefits of each

EDI control vary across organizations, and the benefits of

third-party EDI control systems are related to decreased

occurrence of irregularities or errors. It is difficult to assess

the benefits of third-party EDI controls accurately, as these

benefits are different across organizations confronting dif-

ferent organizational environments; EDI staff members

must determine which controls are necessary from the

viewpoint of cost–benefit effectiveness. Knowledge of

control content and importance are critical in determining

an effective set of third-party controls in a particular orga-

nizational context related to EDI performance.

Hypothesis 2-1 The usage level of third-party controls

indirectly affects EDI performance through their effect on

the level of knowledge of control contents.

Hypothesis 2-2 The usage level of third-party controls

indirectly affects EDI performance through their effect on

the level of knowledge of control importance.

4 Research method

4.1 Research design

A field survey was organized to test the significance of the

relationships among variables using a statistically testable

sample. The objective was to validate and enhance the

isolated claims of past research so that they can be gen-

eralized to a larger population of companies. A mail survey

was the primary method of data collection. Prior to com-

pleting the questionnaire, all participants were provided

50 Inf Technol Manag (2010) 11:43–59
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with an information sheet describing the definitions of key

terms such as EDI, EDI controls, standards, VAN, and

trading partners. Confidentiality was assured to obtain

reliable responses from the questionnaire, which addressed

such sensitive and confidential issues as IS security and

controls. On the other hand, personal contacts stimulated

the trust and cooperation which are often required to pro-

vide sensitive information about control systems. Personal

contacts tended to elicit relatively more full and frank

responses. In addition, it was important to ensure that these

questions could be answered by EDI practitioners.

4.2 Participants

The unit of analysis in this study was the individual EDI

adopter organization. Among more than 7,000 Korean

companies that have used KTNET, one of the major VAN

service providers in Korea, and among those that have

adopted EDI, respondent organizations were selected as

follows. The industries which have used EDI heavily were

first determined, and from publicly available company

databases (through the Chollian Network by DACOM),

approximately 2,000 Korean companies that had imple-

mented EDI comprehensively were selected. The sample

was not random, as questions about controls can be

answered reliably only by the companies which have

implemented EDI comprehensively. Questionnaires were

mailed to 500 companies after they had been contacted to

confirm their levels of EDI adoption.

Participation in the survey was solicited through direct

calls to EDI managers in which the objectives of the study

were explained. Responses were encouraged by one of the

authors, who was at the time attending KTNET. In total, 157

completed and returned the survey, a response rate of 31.4%.

The response rate was adequate given that the questionnaire

was long and complex. 5 questionnaires were excluded from

final sample because the replies on these contained omitted

data, resulting in a final sample of 152 companies. Some

companies refused to participate in the survey because they

were afraid of exposing the vulnerabilities of their systems. A

comparative analysis of industry membership and revenues

was conducted in order to determine whether responding

firms had characteristics significantly different from non-

responding firms. No significant differences were found,

supporting the conclusion that response bias was not a con-

cern in this study. The industry distribution of the sample is

shown in Table 1, which indicates that the responding firms

were fairly well distributed across various industry types.

The average number of employees in the responding

organizations was 1,396. The average annual sales

amounted to 761.1 billion won (0.692 million USD). Lar-

ger firms are able to invest resources to integrate and

control EDI more easily than small firms; therefore, EDI

user firms would be expected to be larger firms. The mean

utilization of EDI was 23.7% and the average number of

trading partners was 84. EDI had been used for 2.9 years

on average. The elapsed time since the first adoption of

EDI was less than 5 years for 80% of the companies.

4.3 Measures

EDI controls were measured by statements to which the

respondent was asked either to agree or to disagree on a

seven-point Likert-type scale. Table 2 describes the oper-

ationalization of each variable along with corresponding

references. Each variable was measured wherever possible

with multiple indicator items. The questions pertaining to

EDI controls were refined from the work of based on Lee

et al. [38], which had been adapted in turn from Chan et al.

[9], Jamieson [27], Marcella and Chan [40], and the

ISACA [26], who explained the concepts, objectives,

characteristics and techniques of EDI controls and auditing.

The measurement was based on the responding firm’s

expressed perception of the usage level of controls. The

modes of controls and subparts in Table 2 comprise the

latent variables and constructs.

The items for the constructs indicate the expressed

perception of the usage level of controls. For instance, one

item of internal formal application control is: ‘‘Systems are

changed only through authorization from the responsible

managers.’’ If respondents strongly agree to the statement

(score 6 or 7), they are claiming to perceive that the usage

level of that control is high.

The measure for EDI performance was based on various

EDI survey results [4] and EDI management and controls

[9, 18, 27, 40]. The items for perceived EDI performance

were formulated from the objectives of EDI usage. Rein-

forcement of ties with a business partner, improved cus-

tomer service, cost reduction and increased reliability of

information were the most important benefits expressed by

the majority of respondents.

Three variables in this study were considered in order to

capture some of the key benefits that are attributable to

Table 1 Industry representation of responding companies

Name of industry Number of firms Percent (%)

Electronics industry 52 34.2

Textile manufacturing 39 25.7

Chemical product manufacturing 20 13.2

Food manufacturing 10 6.6

Paper manufacturing 9 5.9

Trade industry 8 5.3

Others 12 7.9

Total 152 100

Inf Technol Manag (2010) 11:43–59 51
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EDI: process improvement, work efficiency and improved

relations. Process improvement indicates the extent to

which the time and manpower needed to exchange infor-

mation or process EDI tasks is reduced. Work efficiency

represents the extent to which the clerical errors and costs

inherent in paper systems are reduced and the accuracy of

information is improved. Relations improvement indicates

the extent to which the relationship with trading partners

improves through shorter response times, lower transpor-

tation costs and increased information accuracy. Three

items for process improvement and four items for work

efficiency and relation improvement, all on seven-point

Likert-type scales, were used to assess EDI performance.

For example, one item under improved relations was, ‘‘Our

company improved trust in relations with trading partners

after EDI adoption.’’ Respondents selected a response

reflecting the extent to which they agreed or disagreed with

the statement. The final score for each multi-item measure

was the average of the item scores in the measure.

4.4 Procedures

The items were pilot tested extensively with EDI practi-

tioners in ten different organizations prior to administration

of the large-scale survey. The participants in the pilot test

responded to the initial versions of the items and partici-

pated in detailed interviews to improve the quality and

readability of the items. The extent to which practitioners

felt that they possessed the knowledge necessary to provide

appropriate responses was evaluated, and some aspects

(such as the sequence and wording of questions) were

modified to have more straightforward meanings and to

elicit the correct responses for the same underlying con-

struct. All ten practitioners were then interviewed, and a

final review was made by four IS professors. This phase

helped significantly to refine items and generate reasonable

content validity. The questionnaire was answered by EDI

staff or managers who were believed to have sufficient

knowledge of EDI implementation.

5 Results

The research model depicted in Fig. 1 was analyzed using a

structural equation modeling approach. This enabled the

researcher to test the relationships within the measures (the

measurement model) and the hypothesized relationships

(the structural model).

5.1 Measurement properties

The content validity of the items was established through

the adoption of constructs that had been validated by other

researchers and a pretest with 10 IS professionals. Fur-

thermore, extensive precautions were taken during the

early stages of development and pilot testing of the items.

As a result of a separate exploratory factor analysis of

the items that measured the EDI controls and related

knowledge and of the items for EDI performance, the items

for formal controls, knowledge, and performance con-

verged on appropriate constructs for latent variables, as

originally envisaged. Items with factor loading values

lower than 0.5 were deleted from further analysis. The

results generally show that each item loaded higher on its

associated construct than any other variable.

The properties of the measurement model were assessed

to examine the reliability and validity of the variables.

Each item in the initial measurement model was reviewed

and, based on the results of a principal component analysis,

the items that loaded on multiple constructs or had low

item-to-construct loading were deleted. After items and

constructs for each latent variable were determined, con-

firmatory factor analysis was performed.

Figure 2 presents the measurement model. The mea-

sures exhibited moderate or high reliability, as the com-

posite reliability ranged from 0.61 to 0.94 (see Table 3).

The reliability of the variables was also assessed using

Cronbach’s alpha. Cronbach’s alphas for five multi-item

constructs were above or slightly below 0.7, indicating

that the scales were internally consistent and reasonably

free of measurement error. The average variance extracted

for all latent variables exceeded or was slightly below 0.5,

and all of the estimated parameters of individual item

were significant, indicating high convergent validity [2].

The high values of reliability scores and significant

parameter estimates show the proper convergent validity

of the variables.

Table 4 shows the discriminant validity of the study

measures. The intercorrelations among latent variables do

not exceed the square root of the average variance

extracted, except for the correlation between internal

application controls and knowledge of control importance.

For these two latent variables, further study confirmed that

the constructs load higher on their associated latent vari-

able than on any other variable.

The correlation between latent variables must be sig-

nificantly lower than unity in order to achieve discriminant

validity. This requires a comparison between one model,

where the correlation between these latent variables is not

constrained to unity (the correlation is freely estimated),

and another model where the same correlation is con-

strained to unity. A significantly higher v2 value for the

constrained model versus the unconstrained model can

indicate support for discriminant validity [62]. The v2

difference, 5.54, is significant (p \ 0.05). Hence, this

indicates that the correlation between the latent variables is
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significantly lower than unity. These results show that the

measurement model had discriminant validity and that it

properly fit the data.

5.2 Test of hypotheses

Structural equation modeling was used to test the research

propositions. The research model specifies the existence of

an intervening variable (knowledge of controls) between

the antecedent variables (internal formal controls, third-

party controls) and the consequent variable (performance).

Figure 2 shows the structural and measurement models.

The structural model indicates the existence of indirect

effects between an antecedent variable and its consequent

variable. The findings indicate that the structural model

provides a good model for the data set. The goodness of fit

index (GFI) is 0.930, which is larger than the 0.9 usually

KCO1 KCO2 

Chi-square with 30 degrees of freedom = 96.128 (p= 0.00) 
NFI (Normed-Fit-Index) = 0.895, GFI (Goodness-of-Fit) = 0.900 
AGFI (Adjusted-Goodness-of-Fit) = 0.780, RMSR (Root-Mean-Square-Residual) = 0.060 

Internal  

formal controls  

Knowledge of

control contents  

IFC1 

IFC2 

TFC1 Knowledge of  

control importance 

KIM1 KIM2 

Performance  

PER1 

PER2 

PER3 

Third-party 

control
TFC2 

Fig. 2 Measurement and

structural model

Table 3 Reliability and convergent validity of measures

Latent variable Construct Parameter

estimate

t-Value Individual item

reliability

Composite

reliability

Average variance

extracted

Internal formal controls Internal application controls (IFC1) 0.55 6.21 0.88 0.61 0.44

Internal communication controls (IFC2) 0.77 8.13 0.90

Third-party formal

controls

Third-party communication controls (TFC1) 0.94 12.95 0.87 0.94 0.88

Third-party network service (TFC2) 0.93 13.71 0.75

Knowledge of control

content

Learning from education (KCO1) 0.73 9.53 0.79 0.83 0.72

Learning from experience (KCO2) 0.95 12.98 Not

applicable

Knowledge of control

importance

Learning the effect of control

deficiencies (KIM1)

0.81 10.55 0.69 0.73 0.57

Understanding job responsibility (KIM2) 0.70 8.90 0.67

EDI performance Process improvement (PER1) 0.76 10.24 0.81 0.84 0.64

Work efficiency (PER2) 0.84 11.57 0.88

Relation improvement (PER3) 0.80 10.90 0.80

Table 4 Intercorrelations among constructs (the diagonals represent

the square root of the average variance extracted)

Latent variables (1) (2) (3) (4) (5)

Internal formal controls (1) 0.67

Third-party formal controls (2) 0.41 0.94

Knowledge of control content (3) 0.62 0.46 0.85

Knowledge of control importance (4) 0.78 0.52 0.76 0.76

EDI performance (5) 0.43 0.45 0.32 0.41 0.80
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considered reasonable [29]. Although the value of v2 is

significant, all other fit indices are within the range sug-

gestive of a good model fit.

As indicated in Fig. 2, most path coefficients are as

hypothesized. Path coefficients and their significance are

shown in Table 5. The paths represent direct and indirect

effects depending on whether they mediate other variables.

The paths from formal controls (internal and third-party) to

knowledge of controls (content and importance) are sig-

nificant. The path from knowledge of controls content to

performance is also significant, which leads to a significant

indirect effect of controls on performance.

Each of the paths in the full model (Fig. 1) was con-

strained to zero in order to test the four hypotheses con-

cerning indirect effects of controls. For instance, the first

submodel tests whether internal formal controls affect

performance through their effect on knowledge of control

content. The path from internal formal controls to knowl-

edge of control importance was fixed at zero to test

Hypothesis 1-1. Four constrained sub-models were used

suggested to test the indirect effect of controls on perfor-

mance through their effect on each construct of knowledge

of controls. The constrained models to test Hypotheses 1-1,

1-2, 2-1, and 2-2 were as follows:

(1) Submodel 1: the path from internal formal controls to

knowledge of control importance was fixed at zero.

(2) Submodel 2: the path from internal formal controls to

knowledge of control contents was fixed at zero.

(3) Submodel 3: the path from third-party controls to

knowledge of control importance was fixed at zero.

(4) Submodel 4: the path from third-party controls to

knowledge of control contents was fixed at zero.

Table 6 shows that the indirect effects of internal formal

controls and third-party controls on performance through

knowledge of control content and importance were all

significant, which supports Hypotheses 1-1, 1-2, 2-1 and

2-2. Knowledge of control content and importance were

both all critical to the effectiveness of internal formal

controls and third-party controls. The standardized effect

can be used to compare the relative strength of each effect.

The indirect effect of third-party controls through knowl-

edge of control importance is the highest, and this indicates

that EDI staff members should understand the importance

Table 5 Causal effects between formal controls, knowledge, and performance in the full model

Causal path Direct or indirect

effect

MLE Standardized

coefficient

t-Value

Internal formal controls ? knowledge of control contents Direct effect 0.945 0.897 4.693**

Internal formal controls ? knowledge of control importance Direct effect 1.172 0.786 5.074**

Third-party formal controls ? knowledge of control contents Direct effect 0.414 0.588 5.571**

Third-party formal controls ? knowledge of control importance Direct effect 0.411 0.412 5.260**

Knowledge of control contents ? performance Direct effect 1.444 1.049 2.129*

Knowledge of control importance ? performance Direct effect -0.594 -0.611 -1.182

Internal formal controls ? performance Indirect effect 0.669 0.461 3.851**

Third-party formal controls ? performance Indirect effect 0.354 0.365 4.887**

MLE maximum likelihood estimate

* p \ 0.05, ** p \ 0.01)

Table 6 Indirect effects of

formal controls on performance

in constrained submodels

* p \ 0.05, ** p \ 0.01

Submodel

Model

Indirect effect Standardized

effect

t-Value

Submodel

Model 1

The indirect effect of internal formal controls

on performance through knowledge of control

content (H1-1)

0.272 2.91**

Submodel

Model 2

The indirect effect of internal formal controls

on performance through knowledge of control

importance (H1-2)

0.239 2.56*

Submodel

Model 3

The indirect effect of third-party controls

on performance through knowledge of control

content (H2-1)

0.366 4.12**

Submodel

Model 4

The indirect effect of third-party controls on

performance through knowledge of control

importance (H2-2)

0.380 4.16**
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of third-party controls in order to improve control effec-

tiveness by determining the most important functions to be

provided by third-party controls.

6 Discussion

The results indicate that the application of formal controls

and the level of knowledge are strongly related. Using

internal formal and third-party controls requires some

knowledge of these controls in terms of their content and

importance. Many IS technologists in particular put less

importance on the social and business aspects of security

and controls and assume that their technology will operate

in a benign rather than a hostile environment [47]. As loss

situations occur infrequently and security does not appear to

increase productivity or performance, EDI staff members

are likely to be unaware of the need for being alert to loss

and of their responsibility for security. The risks and con-

sequences of losses and control deficiencies in internal

applications, at the communication interface, on the VAN,

or in the details of control procedures should be clearly

understood by EDI staff members. This enhances their

skills, attentiveness, care and positive motivation. Other-

wise, adherence to existing controls, and their effect on

system performance, becomes lower. When EDI staff

members are aware of the vulnerabilities arising from

communication with a third-party network, vendors or other

institutions, they are better prepared for unexpected risks

and actively apply control procedures such as contingency

planning, making backup files and leaving an audit trail.

The adoption of complex technology includes a process

of reducing knowledge barriers. Building up the necessary

skill set is a key issue for many innovation-adopting

organizations considering that the lack of a skilled labor

force lowers the probability of success in implementing

EDI [13]. EDI controls which increase the potential for

EDI implementation success require a satisfactory level of

competence in control technologies [38]. For instance,

continuous process monitoring using techniques such as

embedded audit modules can immediately identify and

resolve critical problems as they occur. The full imple-

mentation of automated controls requires extensive exper-

tise and expense [34]. Formal controls should include the

planning, implementation, and operation of these technical

controls, which demands expertise in these concurrent

audit techniques or integrated test facilities. Organizations

that have a high degree of knowledge of controls do not

have to seek specialists outside the company to fulfill

control requirements and can maintain adequate quality in

establishing safeguards against various threats. Knowl-

edgeable EDI staff members constitute a high-quality

resource in the development of EDI controls.

The relationship between third-party controls and

knowledge of controls indicates that sufficient expertise

and commitment should exist to ensure the security of data

in transit, either mail boxed with a third-party network

provider or en route to the trading partner. As a large

portion of the control procedures are provided by the third-

party, significant risk can arise from this company. For

instance, third-party staff could introduce invalid or

unauthorized transactions, causing inaccurate financial

reporting, wasted production and other business losses [9].

Transactions that leave the corporate entity may not be

subject to the same security procedures, but EDI staff

should be aware of the cross-vulnerabilities and understand

which control procedures should be enforced strictly by the

third-party for overall system security. If EDI managers

detect major differences in philosophy (necessity, objec-

tive, priority of controls) with third-party network provid-

ers over security issues, they should ensure that they are

resolved or at least understood.

7 Conclusions and implications

This study integrated a theoretical perspective and the

empirical findings of research on IS security, EDI man-

agement and controls and proposed and tested a structural

equation model examining the role of knowledge in the

relation between formal EDI controls and EDI perfor-

mance. The purpose of this study was to separate EDI

controls and knowledge of controls and to investigate the

effect of the former through the latter on performance from

a social and behavioral perspective. To verify the rela-

tionship between formal controls and knowledge, it is

proposed that these have their own factors representing the

multidimensional aspects of these concepts. The results

indicate that knowledge plays an important mediating role

in the effectiveness of controls; that is, EDI adopters can

achieve operational and competitive benefits from a high

level of knowledge of control contents and importance. The

findings provide a number of implications for research and

practice.

7.1 Implications for practice

EDI controls have emerged as one of the critical issues

facing EDI adopters. They signify the need for a better

understanding of the control structures that lead to benefits

from EDI. The results of this study indicate the importance

of knowledge management within the context of IS secu-

rity and controls. EDI practitioners should possess knowl-

edge to identify, solve and broker new or routine security

and control problems. EDI management should also pay

attention to ‘‘tacit’’ knowledge—something not easily
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visible and expressible, that are often accumulated from

experience and informal interaction. This subjective and

intuitive knowledge of EDI security helps EDI staff

members have the values, responsibility, commitment and

capability needed in their security-related behavior.

Managers should stimulate brainstorming, cooperation,

and interaction among employees to enhance commitment

and internalize the learning that takes place from other

institutions or skills shared with others. The sense of

responsibility is enhanced when EDI staff members are

highly aware of control importance and vice versa. Man-

agement should focus on aspects of responsibility in

planning security measures, such as employee morale

monitoring, clear job descriptions and expectations, and

separation of duty in input, operation, programming and

output duties [5]. Organizations that make training avail-

able in EDI and security tools achieve greater levels of EDI

sophistication and performance. Organizations can imple-

ment basic levels of EDI with little training, but the

development and management of the advanced features of

EDI demands training. User training, a typical method of

knowledge management, is considered to be one of the

critical factors that reduce resistance to change and sub-

sequently lead to system success. EDI-specific studies have

validated the usefulness of user training as it affects suc-

cessful implementation of EDI systems.

Management can also define the scope of action privi-

leges that limit the user’s authority level and the type of

resources authorized for use. An authorization matrix may

be made, which shows the authorization function in terms

of a matrix where the rows and columns represent users

and resources, respectively, and the elements show the

action privileges that each user possesses regarding each

resource [63]. At that point, management should identify

persons (‘‘asset owners’’) who are responsible for every

specified resource. Holding individuals personally respon-

sible increases their perception of the importance of the

controls as well as their sense of responsibility.

Identifying a comprehensive list of the assets (personnel,

hardware, software, data) that exist in the computer

installation and valuing them may develop users’ sensi-

tivity to the possible consequences of a security threat [63],

and designing a control matrix, a matrix conceptualization

of controls that reduces expected losses (with columns that

represent causes of loss and rows that indicate controls

exercised over the causes) may help to show the impor-

tance of controls in reducing the expected loss from each

cause. The results of asset valuation will help to identify

what expenditure on controls can be justified. This should

be accompanied by other security management steps

(identification and assessment of threats and vulnerabili-

ties) and risk analysis in order to examine control impor-

tance accurately in terms of the expected losses that

controls can reduce. The effectiveness of controls will

improve after existing controls are modified or when new

controls are implemented to enhance their overall benefit.

7.2 Implications for research

Given the relative newness of the academic literature on

EDI controls, this study provides a theoretical framework

that should allow future studies to examine the relations

among formal controls, informal aspects of controls

(knowledge in this study) and performance. The two

dimensions of knowledge suggested here can be divided

into several additional dimensions; for instance, knowledge

of control content may be further segmented into knowl-

edge regarding controls on IS design, implementation and

operation; or regarding controls on applications such as

production, accounting, logistics and marketing. It would

be interesting to examine the different effects of the cor-

responding knowledge on performance. A study investi-

gating organizational and IS characteristics that could

stimulate knowledge generation in EDI security and con-

trols is needed. Knowledge is supposed to emerge out of a

complex process involving social, situational, cultural and

institutional actors. A conceptual structure for under-

standing and enhancing the management of EDI controls

can be further examined in terms of organizational culture

and its effect on controls and knowledge management. For

instance, reliance on trust leads to trading partners estab-

lishing cooperative IORs (Interorganizational Relations)

without the use of formal contracts and safeguards [50]. As

trust is further affirmed, formal controls are used less and

the demand for accurate and reliable knowledge becomes

greater, as it may complement or substitute for formal

contractual safeguards.

Another future line of research would be to extend the

proposed framework to other IS innovations. It is important

to investigate whether existing research frameworks can be

applied and generalized in different IS contexts or to dif-

ferent dependent variables, such as implementation or

computer abuse intentions. Additional factors are needed in

the theoretical model. For instance, organizational learning

and politics are important factors for the successful

implementation of e-mail [52]. The potential social effects

of the implementation, including its effect on power dis-

tribution and the negotiation process between management

and employees, should be considered in the implementa-

tion and (of course) control of e-mail.

When the variable is computer abuse judgment, the

psychological trait of responsibility denial is a critical

factor [23]. Researchers must use a multifaceted approach

to IS controls for individual or organizational level studies

based on various theories such as deterrence, agency,

motivation theory or innovation-diffusion theory.
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